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Abstract- In cognitive radio networks, physical layer
spectrum sensing plays a key role in helping cognitive
radios adapt to changes in spectrum availability. However,
it raises significant security issues at the physical layer as
well. In this paper, we investigate collaborative sensing of
cognitive radio networks under malicious attacks, and an
alyze the system performance in a generalized framework.
The system design goal is to improve efficiencyof spectrum
access on a non-interfering basis, which is formulated as a
constrained parameter optimization problem. A numerical
algorithm is provided to resolve the problem. The system
performances are evaluated under various conditions, and
discussions are provided to help better understand the
effectiveness of the attacks and their countermeasures.

Index Terms: cognitive radio, collaborative sensing, ma
licious attacks, physical layer security

I. INTRODUCTION

As a promising technique to alleviate spectrum
scarcity, cognitive radios (CRs) have attracted intensive
research attention recently. Unlike conventional radios
where frequency bands are exclusively assigned to li
censed (primary) users, CR networks allow unlicensed
(secondary) users to opportunistically access temporarily
unused licensed bands ("white spaces"), at the premise
of without causing any harmful interference to the pri
maries.

As a newly emerging technology, the main challenges
for CR network design include [1], [2]: (1) reliable
spectrum sensing and spectrum measurement; (2) dy
namic spectrum management; and (3) radio environment
characterization. Most existing work in literature has
been focused on dealing with these challenges. However,
security aspects of CR networks have largely been left
as an uncharted area.

Traditionally, wireless security is performed beyond
the physical (PHY) layer through higher layer authenti
cation and encryption. However, for effective spectrum
access, CR networks rely heavily on the PHY-Iayer
spectrum sensin~, leaving the system vulnerable to PHY
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layer security attacks. Existing research on the PHY
layer security of the CR networks is very limited. In
[3], a general analysis of threats to different types of
CRs along with a rough sketch of mitigation techniques
is provided. In [4], the denial-of-service vulnerabilities
of CR networks are examined and possible remedies are
explored. A specific threat to spectrum sensing called
primary user emulation (PUE) attacks is identified in
[5], where an adversary's CR emulates characteristics
of a primary user's signal in order to reduce channel
resources available to secondary users.

In this paper, we investigate the security of CR
networks by considering a PHY-Iayer security threat
on spectrum sensing, and analyzing the system perfor
mance under malicious attacks. As shown in [6], [7],
collaborative sensing is robust to combat the uncertainty
resulting from channel randomness . However, malicious
users could interfere the collaboration by reporting false
information. The impact of false sensory input has
been briefly mentioned in [3], [7], and some countering
measures have been proposed in [8], [9]. However,
no detailed analytical study has been carried out to
investigate the system performance under certain quality
of-service (QoS) constraints, and there is a lack of
references on how severe the attacks would degrade the
system performance. We aim to fill up this gap and study
the performance of collaborative sensing under malicious
attacks.

We provide a quantitative analysis on a new sensing
strategy, which serves as a general framework for this
research. The goal of CR system design is to improve
the efficiency of spectrum access without causing inter
ference to licensed bands. This is formulated in the paper
as a constrained parameter optimization problem, and
solved using a numerical algorithm. Simulation results
are provided to evaluate the system performance under
various conditions. The analysis in the paper serves as
a solid reference on the subject, and the discussions
help shed lights on more in-depth understanding of the
effectiveness of the attacks and their countermeasures.



II. COLLABORATIVE SENSING

In fading or shadowing environments, secondary users
can easily confuse a deep fade with a white space, mak
ing individual sensing unreliable. Collaborative sensing
allows different users to share their sensing results and
collaboratively decide on the occupancy status of the
licensed band. This is achieved by having each user
report its sensing results to a central base station.

For simplicity, we adopt the assumptions in [6] that all
users experience independent and identically distributed
(i.i.d) fading with the same average signal to noise ratio
(SNR), such that each user has a probability of false
alarm Pf' and a probability of detection Pd. According
to [6], when using energy detection, these probabilities
are related by

Pd = i Q/(V2lx, VC11(Pf ))!-·/ x )dx , (1)

where l is time-bandwidth product assumed to be an
integer, 1 is the SNR, Gz1(Pf) is the energy detection
threshold expressed as the function of false alarm prob
ability P], which is defined in [6], and Ql(·,·) is the
generalized Marcum Q-function [10]. In fading channels,
1 is a random variable and f~ (x) is the probability
density function (pdt) of 1.

As shown in [6], a favorable approach in collaborative
sensing is that each individual user makes a one-bit hard
decision and reports it to the base station. If a white space
is detected, it reports "0" (primary user not present);
otherwise "1". The base station collects all the reports
and makes the final decision by adopting some counting
rules. If there are a total of n users in the system, and the
q-out-of-n rule [11] (The base station decides presence
of primaries if q or more users report "1") is used, the
overall false alarm probability Q f and the probability of
detection Qd are respectively given by

o, = t (~)P}(1- Pf)n-i,
't=q

o, = ~ (~)Pj(l- Pdt-i. (2)

It has been shown in [6] that in many cases it is desirable
to use the OR rule, i.e., q = 1, in terms of favoring
detection probabilities at given false alarm rates.

III. SECURITY PROBLEM OF COLLABORATIVE
SENSING

The analysis above assumes all users in the system
are benign. If there are a number of malicious users
sending false sensing information to the base station, the
CR network could be severely disordered. Assume there
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are k malicious users in the system and the q-out-of-n
rule is adopted by the base station for decision making.
In the worse case, all malicious users report "1" when
the spectrum is actually unoccupied and report "0" when
the primary users return. If the information is received
at the base station without any errors, the false alarm
probability is given by

{

n-k (
Q = .L n ~ k)p}(1_ Pf)(n-k-i) , if k < q;

f 't=q-k

1, if k 2 q.
(3)

It can be seen that when the OR rule is used, as long as
there is one malicious node in the system, the probability
of false alarm is 1. In other words, an adversary can
completely jam the secondary system simply by sending
one bit in every sensing cycle. The cost for adversaries is
minimal. This implies that a larger q is desired in order
to reduce false alarm probabilities, and one may think of
using the AND rule where q = n. However, it should be
noted that when there are no sufficient benign users as
the decision rule requests, i.e., n - k < q, then Qd = O.
Therefore, decision rules should be carefully selected in
order to balance spectrum utilization efficiency and the
interference to primary systems.

Further, an ideal system can be conceived as having a
"genie" that can distinguish benign users from malicious
users. In such systems, reports from malicious users
will be filtered and final decisions are made from only
a fraction of users. Without such "genies" or effective
mechanisms to distinguish malicious users, a simple
strategy can be formed by randomly polling a fraction of
users and making decisions based on the polled reports.
Note that the conventional scheme, in which all nodes
are polled, is a special case of this generalized strategy.
In the next section, we analyze the system performance
under this general framework.

IV. PROBLEM FORMULATION

In the generalized sensing strategy, the base station
randomly polls m out of n users and uses a q-out-of-m
rule for decision making. The system design reduces to
finding out the optimum parameters m and q such that
under certain constraint of Qm :s; {3 (where Qm = 1-Qd

is the probability of miss detection, and {3 is the quality
of-service (QoS) parameter required by the system), Q f
is minimized. Since both Qf and Qm are functions of m
and q, the problem can be formulated as an optimization
process as below.

min Qf(m, q); (4)
m,q

s.t. Qm(m, q) :s; {3;

s.t. 1:S; q <m < n; q, mEN.



(5)

The probabilities Q I and Qm should be explicitly
calculated before solving (4). In order to do so, we
introduce a probability P:":'-kd first, which is defined
as the probability that d out of k malicious users and
m - d out of n - k benign users are polled, given that
the base station polls a total of m out of n users. It then
follows that

pd,m-d _ (~) (~-=-~)
k,n-k - (~)

In what follows, we derive the probabilities Q I and
Qm under two scenarios: (i) the information received at
the base station is not impaired by channel errors, and
(ii) the information is received with errors.

A. Report without Channel Errors

Assuming the worst case security attack where the
malicious users always report false information, the
detection probability Qd under the generalized sensing
strategy is given by

0, if n - k < q;

min(k,m-q) m-d (6)
~ pd,m-d~ pi(l- P r:':'
~ k,n-k ~ d d ,

d=max(O, i=q
m+k-n)

if n - k 2 q.

The miss detection probability is simply Qm = 1 - Qd.
As shown in (6), the system cannot detect the in

cumbent primary user (Qd = 0) when the decision
rule requests more reports than the number of benign
users. Severe interferences will then be introduced to
the primary system. Therefore, q should not be very
large. Suppose the number of benign users is not less
than q, the detection probability is determined by the
second equation in (6), where d = max(O, m + k - n)
indicates that when the number of users being polled, m;
is greater than that of the benign users, then there are at
least m - (n - k) copies of malicious reports received
by the base station.

The false alarm probability under the new sensing
strategy is given in (7). The probability is calculated
according to several different scenarios discussed below.

Scenario 1: k < q. When the number of malicious
users k is smaller than or equal to q (and consequently
k ::; m), there should be some benign users getting
involved among the m polled users. If d out of k
malicious users are polled, then the false alarm occurs
when there are at least q - d benign users sending false
alarms.
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Scenario 2: m + k - n > q. When the number of
malicious users is large enough to make m + k - n > q
(Since m - n ::; 0, this implies k > q.), there are so
few benign users such that among m polled users, there
are at least m - (n - k) > q malicious users. In such
circumstances, the secondary system is always jammed.

Scenario 3: k > q but m + k - n ::; q. When the
number of malicious users is moderate, the false alarm
probability depends on how many malicious users are
polled. If among m polled users, there are at least q
malicious users included, then the secondary system is
jammed regardless of the behavior of other benign users.
Otherwise, if there are d < q malicious users are polled,
then false alarm occurs when there are at least q - d
benign users reporting erroneous results.

B. Report with Channel Errors

The analysis above assumes that all reports are cor
rectly received at the base station. In this subsection, we
derive the probabilities of the new sensing strategy by
considering channel impairments on information recep
tion.

A binary symmetric channel (BSC) model with cross
over probability P; is considered, i.e., when a user
reports "1" (or "0") to the base station, there is a
probability of P; that a "0" (or "1") is received. In this
case, the detection probability for a benign user becomes
Pd,l = Pd(l - Pe) + (1 - Pd)Pe, and the false alarm
probability becomes PI,l = PI(l - Pe) + (1 - PI )Pe.
Further, the malicious users can also be regarded as
"benign" users with special detection and false alarm
probabilities. For example, when white spaces exist, ma
licious users transmit "1"s in order to trigger false alarm.
However, due to channel impairments, these malicious
users behave like some users reporting sensing results
with false alarm probability PI,2 = 1 - Pe. Similarly,
the equivalent detection probability for malicious users
is Pd,2 = 1 - Pe.

The probability of the secondary system getting
jammed in such circumstances becomes

min(k,m) d

QI ~ pd,m-d ~ (d) pi (1 _ P v:'Z:: k,n-k Z:: i 1,2 1,2
d=max(O, i=max(O,
m+k-n) d+q-m)

X ~ (m -d)pj (1- P )m-d-j (8)
. ~ j 1,1 1,1 .

J=max(O,
q-i)



2:

k
pd,m-d m2:-

d (m -d)pi(l_ p )(m-d-i)
k n-k . I I ,, ~

d=max(O, i=q-d
m+k-n)

1,

min2:(k,m) pd,m-d + 2:q
-

1
pd,m-d m2:-

d (m -d) pi (1 _ Pvr::
k n-k k n-k . I I ,, , ~

d=q d=max(O, i=q-d
m+k-n)

if k <q;

if m + k - n > q;

if »>« and
1 m+k-n~q.
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(7)

The detection probability Qd is given by
min(k,m) d

2: pd,m-d 2: (d) pi (1 _ P v:'k n-k . d,2 d,2, ~

d=max(O, i=max(O,
m+k-n) d+q-m)

m-d ( )x 2: m - d pi (1 _ P )m-d-i
. d 1 d,l ,

. J'
J=max(O,

q-i)

(9)

and Qm = 1 - Qd is the probability of miss detection.

V. NUMERICAL EVALUATION

After obtaining Q I and Qm, the optimization problem
(4) can then be solved. If m and q are real values,
the problem can be easily solved through the method
of Lagrange multipliers. However, from the probabilities
that we have derived in (6)-(9), and under the constraint
that m and q should be integers, it turns out that (4) is a
nonlinear integer optimization problem which is difficult
to tract theoretically.

Nevertheless, solutions for such optimization prob
lems can be numerically obtained. Table I presents the
pseudo-code of a numerical algorithm for solving (4).

TABLE I

NUMERICAL ALGORITHM FOR PARAMETERS OPTIMIZATION

Given n, k, and (3

for q from 1 to n

for m from q to n

calculate Qm(q,m) and Qf(q,m)

end

end

S = {(q,m)IQm(q,m) ~ {3}

(qopt, mopt) = min Qf(q, m)
(q,m)ES

To provide insights on how systems perform under
malicious attacks, we present some numerical evalua
tions in this section. Assume the total number of users in

the system is n = 30 and there are k = 5 malicious users.
For each benign user, the individual sensing probabilities
are PI = 0.1 and Pd = 0.775 according to the relation
shown in (1), where we have used the settings in [6] that
average '"Y is 5dB and l = 5.

Example 1. Report without Channel Impairment.
In this example, the channel impairment is neglected for
sensing reports, i.e., P; = O. Fig. 1 provides plots of
the false alarm and miss detection probabilities as m
and q vary. It can be seen from Fig. l(a) that small QI

can be achieved when the number of polled users m is
small, i.e., there are fewer chances that the secondary
system gets jammed when the pool of polled users is
small. A noticeable observation is that even if k 2:: q,
small Q I is still achievable, which is different from the
result shown in (3). However, when the OR rule is used,
i.e., q = 1, the false alarm probability is generally very
high even if m is small. Therefore, smaller m and larger
q are desirable for lowering false alarm probabilities, or
equivalently, improving spectrum utilization efficiency.

Fig. l(b), however, shows a reverse trend for the
behavior of miss detection probabilities. For a fixed
counting rule q, the more users are polled, the less
chances for miss detection of primary users, and there
fore the less harmful to the primary system. When m is
fixed, increasing q monotonically increases Qm.

Tradeoff should be made such that the secondary
system can efficiently utilize spectrum without causing
too much interference to primary users. The interference
level is determined by the QoS requirement of the
primary system. By assuming that f3 = 0.01, and using
the numerical algorithm in Table I, it can be found that
the optimal parameters are (qopt, mopt) = (14,29), at
which (QI,Qm) = (0.00028,0.0088).

Example 2. Report with Channel Impairment.
Numerical results for Pe > 0 are also obtained. Similar
trends can be seen from Fig. 2. We observe that, although
a malicious report could be distorted by channel errors
such that the adversary turns out to be a contributor,
same effects also apply to benign users. We evaluate the
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Fig. l. Variation of probabilities Qf and Qm as parameters m and
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Fig. 2. Variation of probabilities Qf and Qm as parameters m and
q change. n = 30, k = 5, Pe = 0.1 and 0.01, respectively.

system performances under P; = 0.1 and P; = 0.01, re
spectively, and present the results in Fig . 2. It can be seen
that a better channel condition (smaller Pe ) always favors
the system performance. Although not presented here,
more simulations are conducted and results show that
channel impairments degrade the system performance in
general, i.e., a larger P; results in an increased Qf as
well as o.;

Example 3. Influence of Number of Users. In
this example, we investigate how the number of users
influences system performance under the constraints in
(4). Assume that the miss detection probability Qm
is maintained below (3 = 0.01, and that the sensing
rules are optimized in terms of minimizing false alarm
probabilities Qf . As illustrated in Fig . 3, when the

proportion of malicious users, i.e., ~, increases, the false
alarm probabilities increase correspondingly. However,
under the same rate of ~, the false alarm probabilities
diminish significantly as n increases. In other words, size
of the system matters, and a large system is generally
preferred in order to reduce jamming risks.

Example 4. Centralized vs. Decentralized. The re
sult in Example 3 implies that a centralized system may
perform better than a decentralized system where some
"satellite" base stations are distributed around the central
base station to help collect sensing information. Assume
that there are a total of Ni, base stations and that all users
including malicious attackers are uniformly distributed
around the area . Each base station is then associated
with lJ

b
users including ~b malicious attackers. For
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analyzed the system performance from a generalized
framework where users are randomly polled for decision
making. Under the QoS constraint, the system design
was reduced to a parameter optimization problem, and
the solution was achieved through a numerical algo
rithm. Various performance evaluations were performed
to study the effectiveness of the attacks, as well as the
influence of the system parameters. The paper com
plements the existing literature by providing effective
security measures for the development of CR networks,
thereby serves as a solid reference on the subject.
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Fig. 3. False alarm probabilities vs. percentage of malicious users
in the system. Assume P; = O.

Fig. 4. False alarm probabilities vs. number of base station. n = 48,
k = 12, (3 = om, and Pe = O.

simplicity, we assume that !J
b

and ~b are both integers.
Users associated with the same base station form a
"cluster" . Decision is made by the central base station
by picking the majority vote. Fig. 4 shows that under the
constraint of Qm :::; ;3, the false alarm probability for a
centralized system, i.e., Ni, = 1, is minimal. Although
the proportion of malicious attackers against the overall
number of users in each cluster is unchanged in the
decentralized scheme, the dwindled size of each cluster
increases the false alarm probability which contributes
to the final overall performance.

VI. CONCLUSIONS

In this paper, collaborative sensing of cognitive radio
networks was investigated under malicious attacks. We


